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Hong Kong Wireless Technology Industry Association
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Professional Information Security Association

(PISA)
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WWW.pisa.org.hk
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HK Wi-Fi Security Survey

HgfsE : HK War Driving
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Short Wave Radio FM Broadcast
AM Broadcast Television

Cellular (900MHz)
PCS (1.8GHz)

Infrared wireless LAN

Audio
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EEWTIA/ PISA War Driving

2002 E4RA (Route A) N/A

2003 F#RAB(Route A&B) &ELLIE-REEWar Driving
2004 EBARARB(Route A&B)  #EE#R-War Sailing

2005 HARAKB(Route A&B) NEE-BREREL

2006 K #AB(Route A&B) &HEBREE-/NE

2007 K4RAKB(Route A&B)  EFS

2008 IS #RAKB(Route A&B) LITE - SURE - TR AR

2009 E 4R A&B(Route A&B) R AHERKRIAAESE
2010 E 4R A&B(Route A&B) - BEE KR AER

2011 E 4R A&B(Route A&B) - BRE KR AER

2012 E 4R A&B(Route A&B) - EERIMAEE - B
2013 E 4R A&B(Route A&B) - EERIANEE - BEFH - #HEER
2014 4R A&B(Route A&B) - BENFAESE

2015 IS #RAKB(Route A&B) - BENFAESE

> B> B > B
BB R B0 OB B



@

TrammingiE4: A & B
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« WigleWifi Wardriving for Android OS
(https://play.google.com/store/apps/details?id=net.wigle.
wigleandroid)
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Many unencrypted
hotspots found in
2014 & 2015




® No encryption

"WEP

" WPA/WPA2 mWPA/WPA2-TKIP

" WPA/WPA2-AES

WTIA7Y5EARS

I%E}W(T\—J’ ?ﬁ Fﬁ/:\

BEFERMELERS
WEPEZEARHZE
(HRIBE6% WLANEK
FAWEP; #XBIF13%
ABIE)
WEP/WPA-TKIPTNE
R R == 12 |7
UNE

g B sE FHWPA2-AES



New Record &
Using Android Only
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m # of AP (Tramway Route A) m # of AP (Tramway Route A+B)
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Information Estate A Estate B Estate C
Type Private HousinglHome Ownership, Public Rental
Estate Scheme Housing Estate
Year Since 1977 Since 1993 Since 1963
Number of Apartment 61 12 9
Buildings
Apartment Flats 12,698 4,200 3,129
Access Point(2014) 4224 2127 1990

@2016 WTIA & PISA: All rights reserved



7z 7 WTIA

PISA  SHRERNEEDT

Wi-Fl Protected Setup (WPS) rlaw
Wi-Fi Protected Setup (WPS) is a computing standard that
attempts to allow easy establishment of a secure wireless
home network. A major security flaw was revealed in
December 2011 that affects wireless routers with the WPS
feature.

We also aim to indentify the potential risk of WPS by also
discovering the amount of WPS turn-on on the discovered AP.
We test the WPS features for the target Access Point by using
“WigleWifi Wardriving for Android OS”.

The percentage of enabling WPS of total Access Points was
34.67% for year 2013, 34.08% for 2014 and 28.82% for
2015. Improvement is identified in this area.
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i WiFI Security Index
The index is compiled by the Hong Kong Wireless
Technology Industry Association (WTIA) and
Professional Information Security Association
(PISA), analyzing data collected in War Driving
surveys over the years.

A single index for the easy interpretation of the
WiFi Security Trend of Hong Kong

Range from 0-100 indicating the level of WiFi
security for representing year.

Calculate based on tramway statistics
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K WiF1I Security Index
\?J;Eg?gﬁl?; Score [Description

L1 100 No vulnerability found in the technology

L2 80 Found a vulnerability in theory (concept)

L3 60 A proof of concept verified the vulnerability exploitable

L4 50 Exploit is found co_nducte_d b_y skilful personnel but

source code not widely distributed

L5 30 Source code of exploit is published to public

L6 20 Handy tool is available for script kiddies to use

L7 0 No encryption

@2016 WTIA & PISA: All rights reserved
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Wi=Fi Encryption Modes

Encryption Level of Security | Remark
None Insecure No encryption at all
WEP Insecure Shared password/key
WEP key can be cracked in a few minutes
Cracking tools are widely available
Due to old design, security cannot be improved with a longer WEP
key
WPA/WPA2 Comparatively Shared password/key
Personal still safe TKIP is theoretically can be cracked
TKIP but recommend | Tools are emerging but not widely used
to use AES Recommend to use shorter Key Renewal time if AES option is not
security mode available
WPA/WPA2 Secure Shared password/key
Personal No threat discovered at the moment
AES
WPA/WPA2 Secure Individual user ID & password with a backend authentication server
Enterprise (802.1X authentication / RADIUS)

No threat discovered at the moment
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Tips ancd Recommendation
Enable encryption mode and use WPA/WPA2-AES

Though MAC address can be spoofed, recommend to
enable MAC Address Filtering

Though hidden SSID can be seen with a suitable tool,
recommend to hide SSID

Change SSID to not easily identifiable

Do not just use the “off-the-shelf” settings, need to
review

Better not to put the AP near to the Windows to
reduce chance of connection outside your home/office
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Tips and Recommendation
Hotspot

Use secured channels to handle sensitive data (e.g. email,
online transactions)

Some hotspot service provider(s) provide both secured and
unencrypted channels

HK government Wi-Fi — both secured and unencrypted
channels are available. (Secured channel: “freegovwifi-e”
using WPA encryption)

Beware of rogue access points — be aware of any strange
behaviours/response during the connections (remark: some
enterprise wireless network systems can detect rogue access
points)

Use VPN in case secured channel is not available
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Tips and Recommendation
May consider using 3G HSDPA thumb key (i.e. not using
802.11/Wi-Fi network) to handle sensitive data

Use secure browsing features provided by applications
Facebook

Account Security
Set up secure browsing (https) and login alerts.

Secure Browsing (https)

Yl Browse Facebook on a secure connection (https) whenever possible

Gmail

Browser connection: s Always use https

Learn more Don't always use https

@2016 WTIA & PISA: All rights reserved
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www.hkwtia.org
roylaw@hkwtia.org

WWW.pisa.org
jim.shek@pisa.org.hk
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Copyright ( iR#EEHR )
Hong Kong Wireless Technology Industry Association (WTIA) and
Professional Information Security Association (PISA) owns the right
to use this material of Report on Hong Kong War Driving 2002-2015
in the presentation. Any party can quote the whole or part of this
presentation in an undistorted manner and with a clear reference to

WTIA and PISA.

Disclaimer ( 2&F&)
The report is to provide information on WLAN security status and
risks in Hong Kong. It should not be used for malicious intent.
Unauthorized Access to computer system is an offense. The author
takes no liability to any act of the user or damage caused in making
use of this presentation material



