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Hong Kong Wireless Technology Industry Association
www.hkwtia.org
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A not-for-profit organization for local
information security professionals found in 2001
Focus on developing the local information

security market with a global presence in the
Industry




7z WTIA

PISA s Sy S Sy
ke PISA
Mission

to facilitate knowledge and information sharing
among the PISA members

to promote the highest quality of technical and
ethical standards to the information security
profession,

to promote best-practices in information security
control,

to promote security awareness to the IT industry and
general public in Hong Kong
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HK Wi-Fi Security Survey
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WEP

WPA/WPA2 - TKPI
WPA/WPA2 - AES
802.11i
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Short Wave Radio FM Broadcast
AM Broadcast Television

Audio Cellular (S00MHz)
PCS (1.8GHz)

Infrared wireless LAN
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FEE WTIA/ PISA War Driving

2002 EE4RA (Route A) N/A

2003 4R A&B(Route A&B) &EWTE-KEWar Driving
2004 4R AB(Route A&B) #E8 E i -War Sailing

2005 47 ARB(Route A&B) JLEE-AREBERET

2006 542 A&B(Route A&B) EHBEBEEN-/\B

2007 4R A&B(Route A&B) B F5

2008 IS #RA&B(Route A&B) LITE - /LEE » ¥R KBS
2009 4R A&B(Route A&B) JLEE » ¥5R - AEKRFAEE
2010 4R A&B(Route A&B) rE - BERKIAESE

2011 4R A&B(Route A&B) rE - BEXKFAESE
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War Driving 2003
PISA & WTIA jointiyorganizes  War Driving 2003

Two Checkpoints on the Victoria Peak

Point <1> Poak-West Point <2> Poak-East (noar Poak Tram Stasion)
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Vistumbler
(http://vistumbler.sourceforge.net)

WiFi Hopper (http://www.wifihopper.com)
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Wireless LAN with Encryption

Percentage
100% a8
90% 789 64%  O5%
80% T2%
T0% 63%
60% 54%,
0% o0
40% 309,
30% 23%
20%
10%
0% . : : . . : . . : -
2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 Year
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EEERANELRS 100%

90% 25
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o= WEPEEEA 5% E o
WEP / WPA-TKIPTNE R - i
BERERIFEA R a
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(BBIE33% WLANFHRALIS T e | 2007 | 2008 | 2000 | 2010 | 2011 Year
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Number of AP Detected during War-Tramming

Number
185000

16000
14000
12000
10000
000
G000
4000
2000

16462 16618

2002 2003 2004 2005 2006 2007 20085 2009 2010 2011 Year

o#F of AP (Tramway Foute A) m#F of AP [Trarmway Foute A+B)
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Percentage of using Factory Default SSID
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Wireless LAN Encryption Mode Information Estate A Estate B Estate C
Type Private Housing | Home Ownership Public Rental
Percentage Estate Scheme Housing Estate
Year Since 1977 Since 1993 Since 1963
100% Number of Apartment 61 12 9
0% Buildings
BE 3 Apartment Flats 12,698 4,200 3,129
80% 4 19 13 1 Access Point (2010) 2626 1952 565
T0%
RBO% " b4 Percentage of using Factory Default SSID
50% 15 i Percentage
£ i 17
40%
20% 25%
0% 21%
10% 0
L 1 7% e
0% 159
2010 2010Home 2010 2011 2011Home 2011 11%
Private  Oramership Puibdic Private  Oramership Public  Year e
(Estste A)  SBchems  (EststeC) (Estate A} Schemes  [Estate ) 104
[Estatz B) [Estate B)
OWPATWPAZAES OWPANWPAZTHIP 5%
OWPAMWPA2 mWEFP
@Mo encryption
0%
Private  HOS  Publie  Private  HOS  pubie  Year
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leca“ty .Of Score [Description
vulnerability
L1 100 No vulnerability found in the technology
L2 80 Found a vulnerability in theory (concept)
L3 60 A proof of concept verified the vulnerability exploitable
Exploit is found conducted by skilful personnel but
L4 50 : L
source code not widely distributed
L5 30 Source code of exploit is published to public
L6 20 Handy tool is available for script kiddies to use
L7 0 No encryption

AP RS
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2002 Weigh 2003 Weigh 2004 Weigh 2005 Weigh 2006 Weigh 2007 Weigh 2008 Weigh 2009 Weigh 2210 weigh 2011 weigh
(%) t (%) t €D))] t (%) t (%) t (%) t (%) t €))] t (%) t €D)] t
Public Encryption
Awareness [0, 23 |20%| 30 [20%| 39 |20%| 54 [20%| 63 |20%| 72 |20%| 78 |20%| 85 |20%| 86 |20%| 88 |20%
et R ault 49 |20%| 57 |20%| 54 |20%| 57 |20%| 56 |20%| 70 |20%| 80 |20%| 88 |20%| 86 |20%| 91 |20%
Practice SSID
Technology
Merit 60% 60% 60% 60% 60% 60% 60% 60% 60% 60%
WEP 23 | 330 ta [39] tasa] ssof s [s2] s [a3] s [as] 6|34]16]25]Le
WPA or WPA2 13| L1 [ 20| L1
WPA/WPA2-TKIP 29| 2 [ 33| 4 [28] af29] La
WPA/WPA2-AES 5 | taf 7|25t [33] e
100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
S 47 453 40 4R i iFi i
PedkaRdAse HK WiFi Security 5 26 30 32 41 50 56 54 62
ESEi=E Index**

*Non default SSID means the SSID is configured as non-factory-
default, non-hotspot or hidden

*Non default SSID means the SSID is configured as non-factory-

default, non-hotspot or hidden

**The PISA and WTIA "Hong Kong WiFi Security Index" was calculated based on
the tramway war-driving statistics



WTIA

AP RS
g '::J, N - -
.-,_[ HK WiF] Security Indas

PISA & WTIA's Hong Kong WIiFi Security Index
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Encryption |Level of security Remark
None Insecure *No encryption at all
WEP Insecure *Shared password/key
*WEP key can be cracked in a few minutes
*Cracking tools are widely available
*Due to old design, security cannot be improved with a longer
WEP key
WPA/WPA?2 Comparatively [*Shared password/key
Personal still safe *TKIP is theoretically can be cracked
TKIP but recommend |*Tools are emerging but not widely used
to use AES |*Recommend to use shorter Key Renewal time if AES option is
security mode |not available
WPA/WPA?2 Secure *Shared password/key
Personal *No threat discovered at the moment
AES
WPA/WPA?2 Secure *Individual user ID & password with a backend authentication
Enterprise server (802.1X authentication / RADIUS)

*No threat discovered at the moment
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Tios z2ind Racormmandation
Enable encryption mode and use WPA/WPA2-AES

Though MAC address can be spoofed, recommend to
enable MAC Address Filtering

Though hidden SSID can be seen with a suitable tool,
recommend to hide SSID

Change SSID to not easily identifiable

Do not just use the “off-the-shelf” settings, need to
review

Better not to put the AP near to the Windows to
reduce chance of connection outside your home/office
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Tios z2ind Racormmandation
Hotspot

Use secured channels to handle sensitive data (e.g. email,
online transactions)

Some hotspot service provider(s) provide both secured and
unencrypted channels

HK government Wi-Fi — both secured and unencrypted
channels are available. (Secured channel: “freegovwifi-e”
using WPA encryption)

Beware of rogue access points — be aware of any strange
behaviours/response during the connections (remark: some
enterprise wireless network systems can detect rogue access
points)

Use VPN in case secured channel is not available
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Tlps and Recommeandation
May consider using 3G HSDPA thumb key (i.e. not using
802.11/Wi-Fi network) to handle sensitive data

Use secure browsing features provided by applications
Facebook

Account Security
Set up secure browsing (https) and login alerts.
Secure Browsing (htips)

Y Browse Facebook on a secure connection (https) whenever possible

Gmail

Browser connection: s Always use https

Learn more Don't always use https
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Copyright ( iR#EZH )
Hong Kong Wireless Technology Industry Association (WTIA) and
Professional Information Security Association (PISA) owns the right
to use this material of Report on Hong Kong War Driving 2002-2008
in the presentation. Any party can quote the whole or part of this

presentation in an undistorted manner and with a clear reference to
WTIA and PISA.

Disclaimer ( 2F&)
The report is to provide information on WLAN security status and
risks in Hong Kong. It should not be used for malicious intent.
Unauthorized Access to computer system is an offense. The author
takes no liability to any act of the user or damage caused in making
use of this presentation material
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renfong@hikwtia.org

www.gisa org
jim.shek@pisa.org.nk
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